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OUR GROUP

6,500+
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Member of 200+ Companies
HO LCOM 35 France & Africa | Other ME Central & East Europe
In countries
— 18%
Lebanon Gulf & Saudi Arabia
Operating

since 1 967




OUR AFFILIATES

Software Enterprise . Distribution
& Solutions & Services Site & Power & Retail
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CORE

Industry Solutions

Banking & Financial Services
* Telco
* Government & Public Sector
* Hospitality
* Higher Education
* Healthcare Solutions
* Retail & e-Commerce

Enterprise Solutions
& Services

Enterprise Resource Planning (ERP)
* Customer Relationship Management (CRM)
* Business Process Automation
* Imaging, Printing & Document Management
* CallCenter & Marketing Services
* Logistics & Warehousing Services

PABILITIES

IT Infrastructure

¢ Data Center

* Networking & Telecom

* IT Security & Cybersecurity
* |IT Management

Cloud Services

* Cloud Infrastructure & Hosting
¢ Cloud Security & Compliance

* Cloud-Based Business Applications
* Kubernetes Infrastructure & Orchestration

Slte & Power

UPS & Power Backup
* Renewable Energy Solutions
* Critical Power & Cooling
* Power & Environment Monitoring
* Security & Access Control
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INTERNATIONAL
PRESENCE




SECURITY CONCERNS
(Business)

Data Loss Data Intrusion Business Business
Interruption Reputation

Financial Loss Vv7
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SECURITY CHALLENGES

Insufficient Skilled Resources
Retain Trained Resources

Expanding Attack Surface

WD PR

Sophisticated Attacks & Highly Optimized Criminal

Groups

v

Cost & Impact of Breaches
6. Government Legislation & Industry Regulations

7. Budget Constraints & Cost Efficiency




ABSEGA ADDED VALUE

Subscription Model Threat Informed Defence

Modular Integrated

Platform Automation Capabilities

Complete Visibility Threat Hunting Techniques

24/7 Real
Time Monitoring

Multi-tenant
Knowledge Base




SERVICE LISTING

SIEM as a Service SOC as a Service VA as a Service EDR as a Service Tl as a Service Professional
Services

Deception as SOAR as a Incident Security Mobile App NOC as a Service
a Service Service Response Awareness Shielding




SIEM AS A SERVICE

Provides a range of security-related services

Log Collection

& Management Threat Intelligence Integration

Real-Time Threat
Detection & Correlation

Cloud & Hybrid
Security Monitoring

User & Entity Behavior
Analytics (UEBA)

Security Monitoring &
Incident Response

Forensics &
Incident Investigation

Compliance &
Regulatory Reporting
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SOC AS A SERVICE

e
bed

Fully-Managed Security
Operation Service

Parser Development
& Integration

24/7 Security Monitoring Active Threat Hunting

Incident Response and

IOC Ingestion & Integration =
Event Investigation

Security Consultancy

Support Rapid Time to Value
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VA AS A SERVICE

Monthly Vulnerability
Scanning

Risk-Based Vulnerability
Management

Remediating High-Priority
Vulnerabilities
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EDR AS A SERVICE

Threat Detection & Response

Continuous Monitoring

Incident Investigation
& Forensics

Automated & Managed
Threat Hunting
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Tl AS A SERVICE

Brand Intelligence Protection

Threat Intelligence Feed

Dark / Deep Web Intelligence

Vulnerability Intelligence




DECEPTION AS A SERVICE ‘ﬁ
NEXT-GEN THREAT DETECTION

Zero False
Positive Technology

Prevent Lateral
Movement

Prevent Privilege
Escalation

Continuous Honeypot
Monitoring

Low Maintenance
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PROFESSIONAL SERVICES
1/2

Cyber Security Pen-Testing

* External / Internal Network
* Mobile / APl / Web Applications
* Black / Gray box

@ Security Assessment

* Active Directory Assessment
* Source Code Review
 Malware Analysis

* Phishing Simulations
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PROFESSIONAL SERVICES
2/2

Security Consultancy

e Post Breach Simulation
 Red Teaming Exercise
e Purple Team Activities

Strategic Roadmap

Development

* Actionable plan that outlines an organization’s
long-term security goals .

» Cybersecurity roadmap for security implementation

 Align security initiatives with business objectives




GOVERNANCE, RISK
& COMPLIANCE (GRC) 1/4

Security Awareness Program

Cloud / Security Assessment
(CIS, NIST, 1SO27001 etc.)

Risk Assessment & Gap Analysis

Configuration Review
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GOVERNANCE, RISK
& COMPLIANCE (GRC) 2/4

Virtual CISO

Active Directory Assessment

Security Architecture Review

Database Audit
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GOVERNANCE, RISK
& COMPLIANCE (GRC) 3/4

Playbooks Development

Incident Response Plan (IRP) &
CSIRT Framework Development

SOC Maturity Assessment

Tabletop Exercise
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GOVERNANCE, RISK
& COMPLIANCE (GRC) 4/4

1ISO27001 Preparation and
Implementation

Advisory Services

Internal Security Audit
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SOAR AS A SERVICE

Incident Response
Automation

Threat Intelligence
Integration

Security Tool Orchestration
& Reporting

Custom Playbooks
& Workflows

Security Orchestration Automation and Response

orchestratiop,

Prioritize Detect

Business Collect

Intel

Decision
Making

Risk

Measure

Threat
Hunting

Remediate

Workflow Investigation

Human
Intervention

Respond

Threat Intelligenc®




Speed And Efficacy

Intelligence-led
Investigation

Tailored Approach

Tools and Technology

Threat Removal

Post-incident Analysis
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SECURITY AWARENESS

Phishing Simulation Campaigns

Learning Management System

Social Engineering

Interactive Training Sessions
(On-site, Off-site)




MOBILE APP SHIELDING %

safercere

Protect, Secure, and Monitor
Mobile Application

No code, no SDK, and
no servers to protect
Android & iOS apps

Threat Tracker,
Record attacks, and Act
and block suspicious users

Dashboards and Geolocation




NOC AS A SERVICE

24/7 Network Monitoring

Incident Response,
Troubleshooting

Performance Optimization

Security Monitoring & Threat
Detection & Reporting




ABSEGA ARCHITECTURE

Orchestration Layer
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Collaboration Platform  Playbooks and Runbooks SOAR Platform Dashboard & Reporting Policy Management

Brand Protection
& Threat Intel

Processing Layer
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Deception SIEM Indicator Of Compromise

9t Prevention Layer
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Intrusion Prevention e Web Filtering
Systems Access Control Net Segmentation




REFERENCE LIST
(Lebanon)
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REFERENCE LIST
(Egypt)
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For more info, visit:

www.absega.com
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